S RISK MANAGEMENT
REDUNDANT?

Conventional, compliance-driven risk
management practices easily degenerate
into a separate illusory system. Companies
should instead focus on improving decision
making and dilemma reconciliation.

BY MARINUS DE POOTER, CMA, CFM, RA, CIA






ompanies understanding of dealing

with the uncertain future has changed

considerably in recent years. This has
significant implications for the cur-

rent approaches to risk management,

whether it’s part of the duties of the
finance department or the responsibility
of a dedicated function.

This new understanding raises the
question of whether risk management is redundant. Simply
asking that question, however, will immediately raise the
eyebrows of most risk, compliance, and audit professionals.
Risk management has been long established as something
that can and should be implemented—to not do so is con-
sidered profoundly unwise. It saves you from unnecessary
pitfalls. And above all, risk management helps you achieve
your goals. So why would it be redundant?

Risk consultants keep selling their services—risk
frameworks, risk assessments, risk registers, risk matri-
ces, risk dashboards, the list goes on—and many orga-
nizations continue to buy them. All these services are
designed to capture, analyze, and address risk. Tim Leech
(riskoversightsolutions.com) and others refer to this
approach as “risk list management.” The ultimate goal is
to mitigate what can go wrong.

Yet as Alexei Sidorenko (riskacademy.blog) and others
point out, risk management isn’t really about dealing with
risk but rather about making better decisions. Therefore, to
what extent do decision makers need separate risk man-
agement if the following conditions apply?

B Looking ahead and considering the uncertain future is
part and parcel of their regular management responsi-
bilities. They ask questions like “What can happen that
could help or hinder the realization of our objectives?”
They understand that their objectives are about creating
and protecting value for their core stakeholders. They try
to make realistic estimates of possible positive and nega-
tive impacts of what can happen on the interests of their
stakeholders.

B They demonstrate that they’re consequence-conscious.
They’re aware that there are options to act or to refrain
from acting. They consider the possible consequences of
their options on the competing or even conflicting inter-
ests of their stakeholders. They take unwelcome infor-
mation into consideration as well.

B They show that they have the right competencies to
weigh the potential positive and negative effects of their
decisions. Their mentality leads to ethical consider-
ations, balanced decisions, and honest reconciliations of
dilemmas.

While there’s an entire industry and ecosystem set up
around risk management, how well do its conventional
approaches help decision makers deal with uncertainty,
disruption, and dilemmas? Or is it more of a belief system?
Could there be missionaries, believers, and inquisitors
who have serious commercial interests in maintaining the
system? Understanding the current dominant view of risk
management, how we got here, and the challenges it cre-
ates can help find a new perspective on dealing with uncer-
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Risk manage
ment isn't really
about dealing
with risk but
rather about
making better
decisions.

tainty that could better support the goal of companies to
stay future-proof.

Serious Issues with
Conventional Risk
Management

Many executives see risk management primarily as a com-
pliance matter. To them, effective risk management means
above all that they don’t get into trouble with their external
or internal supervisors. Due to their role, oversight bodies
are hardly interested in the “upside” of risk. It’s their duty
to minimize the downside.

During training, board members are taught to ask about
the top 10 risks. That’s apparently a sign that management
has thought carefully about the company’s vulnerabilities
and taken suitable actions to mitigate them.

Board members and supervisory authorities keep asking
for risk profiles with remarkable tenacity, which indicates




>

THE ORIGINS OF CURRENT
RISK MANAGEMENT PRACTICES

As early as the 1960s, the first requirements from the U.S. Seourltles & Exchange Commission emerged for the
inclusion of risk factors in documents in the context of initial public offerings. In 2005, there were requirements
to include in annual and quarterly reports any factors that make shares speculative for shareholders. These
requirements turned into the need to have a risk management framework: a coherent set of risk identification,
analysis, mitigation, and monitoring—all aimed at preventing financial losses for those involved.

The idea of malleability is rampant in the planning and control world. Conventional risk management naturally

fits in well with this DNA. It can be summarized by the ORCA approach. It involves stating your objectives,
identifying your risks, implementing suitable controls, and obtaining assurance by monitoring their effectiveness.
It promises to increase the likelihood that the future is going to unfold as anticipated.

Internal specialists and outside consultants used risk management to help organizations limit undesirable
outcomes. It led to all kinds of methodologies and codifications of best practices. In the 2004 edition of the
COSO Enterprise Risk Management—Integrated Framework, risk management was seen as a process. If you
hadn't implemented it yet, the risk consultants were lining up to assist you.

Extensive maturity models resulted in more bells and whistles. Numerous enterprise risk management (ERM)
and governance, risk, and compliance (GRC) applications were developed. The more that risk management
practices became mandatory, the more lucrative the revenue models became for consulting firms. It's now a
multimillion-dollar industry with high stakes.

Over the years, risk management became treated as a separate, stand-alone—even independent—process.
Due to the maniacal focus on what can go wrong, less attention was paid to the real purpose of dealing with
uncertainty: helping decision makers with balancing pros and cons when faced with dilemmas.

In the financial sector, legislators and regulators came up with a risk management function that must be
independent of management. This function must inform the board of directors based on its own risk
assessments. Another influence on the current practice of conventional risk management comes from the
origin of risk registers as the basis for the well-known heat maps. The risk inventory lists became common in
factories in the 19/0s, where they had begun as lists with all kinds of points of attention regarding the safety
of workers. When more and more regulations came in this area, those lists were used to draw attention to
possible dangerous situations. Soon, they were given a function in the context of compliance, used by the
inspectors who came to check the companies.

(Governments and regulators subsequently embraced these standards as methods for demonstrating that
organizations have their affairs in order. Thus, “risk management” (i.e., keeping risk lists) was gradually seen
as a characteristic of good organizational governance.

that risk management has become an accountability tool. Recent insights underscore the issues with conventional
That’s quite different from a tool for better achieving your risk management. Roger Estall and Grant Purdy conclude
goals under uncertainty. in their book Deciding that risk management is a millstone
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While there’s
an entire
industry and
ecosystem set
up around risk
management,
how well do its
conventional
approaches
help decision
makers deal
With uncertainty,
disruption, and
dilemmas?

hanging around the neck of organizations and should be
abandoned.

First of all, what are we talking about when we use the
word “risk”? There’s no universal definition. It’s striking
that the International Organization for Standardization
(ISO) uses more than 40 different definitions of risk in its
own documents.

In both the 2013 Internal Control-Integrated Framework
from the Committee of Sponsoring Organizations of the
Treadway Commission (COSO) and COSO’s 2004 Enter-
prise Risk Management—Integrated Framework, “risk” refers to
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something negative—something that can cost you money,
that can be bad for your health, and that can discredit you.
Since its inception in 2009, the ISO 31000 Risk Management—
Guidelines used a neutral risk concept—as does COSO’s 2017
Enterprise Risk Management—Integrating with Strategy and Perfor-
mance. In those documents, risk encompasses both positive
and negative effects on the achievement of objectives.

These changes come with far-reaching consequences.
Originally, COSO used four so-called risk responses: accept,
avoid, reduce, and share. COSO added pursue— “accept
increased risk to achieve improved performance”—as the
fifth risk response in 2017. This is more in line with the
common concept of balancing risk and return.

Because risk has very different meanings, simply using
the term could lead to confusion. The conventional defi-
nition focuses on things that can go wrong. This is by no
means holistic since decision making requires balancing
pros and cons. For example, when you start investing,
hopefully you aren’t only concerned with possible losses
but also with returns. Alternatively, if you take risk’s defi-
nition to include both upside and downside risk, then you
lose most people in your audience because of the negative
connotation that risk has in common parlance.

Because of all this confusion, Norman Marks
(normanmarks.wordpress.com) and others suggest avoid-
ing the word “risk” entirely. Terms such as “uncertainty
management,” “success management,” or “expectation
management” might be better alternatives. I regularly use
“value management.” After all, both COSO and ISO indi-
cate that it’s about creating and protecting value. Value
management also takes into consideration that different
stakeholders value different things, such as safety, div-
idends, or punctuality. And the term appeals to people
much more than “risk management.”

There’s no science called “riskology” —no dedicated
field focused on the empirical study of risk. Rather, a
self-contained risk management world has been created
with all kinds of consultant-recommended paraphernalia.
Those working methods must then be integrated into the
existing management cycle.

One of the artifacts of conventional risk management
is the risk appetite statement, which refers to the type and
amount of risk a company is willing to accept. Yet how is
the amount of risk expressed? There’s no unit of measure or
currency for risk. Risk profiles suggest that you can add up
risks for convenience purposes. Yet if you try to aggregate
risks based on monetary value, you’ll soon discover that
what you value most is difficult to monetize.

What we may not always realize is that opportunities
and threats are our mental images of possible future events,
changes in circumstances and trends. These images are
strongly influenced by our personalities, knowledge, and
experiences. Above all, as Nobel laureate Daniel Kahneman
points out, we humans are very susceptible to biases.

Many risk assessments are done qualitatively. Scores are
awarded to estimated likelihoods and effects using values
on ordinal scales (for example, from 1 to 5), much like the
type of scales used in opinion polls or to rate the quality of
hotels. Yet one can’t simply multiply ordinal values in order
to come up with risk scores as an attempt to prioritize risks.




HELP FUTURE-PROOF YOUR
ORGANIZATION

Support colleagues
who have the
courage to

speak up.

Focus on impactful
dilemmas and use a
structured approach
to reconcile them.

Look ahead from the
perspective of your
customer-serving
colleagues.

Assess the personal
values of your
executives before
hiring them.

Remind decision
makers of wishful
thinking and other

Estimate the
likelihood that the
objectives will be

Challenge
assumptions in
plans and advocate

Keep decision
makers conscious
of the possible

consequences of using scenarios. achieved in your biases.
their choices. forecasts.
Invest in business Seek and bring Use common
intelligence as a forward unwelcome language and avoid
fuel for decision 10 information in risk management
making. addition to the jargon.
optimistic.

Transform the Quit reporting Refrain from
risk management lists of risks and appointing risk
function into using heat maps. owners and
decision support. risk managers.
Remove risk
management as
a separate item
on your meeting
agenda.
S
Risk quantification is highly dependent on the Making decisions is never about a single objective.
quality and quantity of the data and on the assumed Exceptions include the one-sided “shareholder value”
parameters in the model. If the assumptions used are approach in which risks are mainly seen as threats to
no longer valid, the value of the model expires. More- the earnings potential. We have all witnessed the derail-
over, they remain just models; a map isn’t the area that ments to which the approach “money as an end” instead
it represents. of “money as a means” has led. In reality, decision makers
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are faced with dilemmas because there are always com- it to the company’s needs, and lower monthly costs than
peting stakeholder interests. renting.
It’s essential to consider the possible disadvantages as
well. In essence, if you need debt financing, you're spec-

A New PerSpeCtive ulating with borrowed money. You may also end up in the

e unlucky circumstances of having to deal with subsiding

On RlSk foundations or a deteriorating neighborhood.
In contrast to the conventional approach that advises A management team won’t become successful by reduc-
implementing a separate system called “risk management” ing failures. Periodically updating a list of things that could
aimed at countering troubles, more recent insights sug- go wrong isn’t the same as figuring out how best to achieve
gest a focus on looking ahead in a consequence-conscious the company’s goals. Success requires both seizing opportu-
way when making decisions. This involves considering the nities and limiting threats.
potential effects of acting or refraining from action as part Making decisions is at the heart of management. It
of your regular business responsibilities. implies allocating scarce resources and limited people in

Decision makers have to weigh the pros and cons order to deliver products and services that meet require-
of their options. Rarely does anything in life come with ments and expectations. In his book Risk Management in Plain
benefits only. There are always potential or actual draw- English: A Guide for Executives, Norman Marks emphasizes
backs too. Take, for example, acquiring a retail prop- the importance of focusing on increasing the likelihood of
erty. It doesn’t only come with advantages, such as your success. That involves weighing possible pros and cons
potential capital accumulation, more freedom to adjust when reconciling dilemmas.
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If decision
makers choose
an option
because of the
perceived advan-
tages, are they
also prepared

to deal with

the associated
disadvantages?

Why would you first create a separate risk management
system and then try to integrate it into your regular man-
agement system? Isn't it much wiser to start from the posi-
tion of the decision makers?

Making balanced decisions requires the willingness to
factor in unwelcome information as well. When interpret-
ing the information at hand, you need to be aware of your
exposure to ingenious influencing and framing techniques.
Parties will highlight the advantages and mask the disad-
vantages of an available option that serves their interests.
That’s why it’s important to engage coaches who think con-
structively and critically, who question and challenge your
choices, and who want to help you increase the probability
of your success.

Do you really want to add value as a management
accounting or finance professional? Provide decision sup-
port as a critical friend when assisting colleagues with
preparing realistic plans, business cases, and forecasts.

The Value of

These New
Insights

To stay future-proof, what executives really need to know

is how likely it is that their plans and strategies are going to
succeed. Therefore, as a management accounting and finance
professional, assess the extent to which management team
members ask what-can-happen and what-if-x questions,
make their assumptions explicit, and show consequence
consciousness.

Investigate how they deal with assumptions in pro-
posals, budgets, business outlooks, and so on. Are their
estimates realistic and balanced? Are the right experts
involved? Is there room for critical voices? If decision
makers choose an option because of the perceived advan-
tages, are they also prepared to deal with the associated
disadvantages?

Pay attention to the mentality of team members. Dilem-
mas are about ethical considerations. In practice, decision
making is about dealing with competing interests, such
as commerce vs. compliance. Imagine a prospect with all
Kinds of dubious business activities offering substantial
earnings potential for your organization as a service pro-
vider. Which interests of which stakeholders do the execu-
tives give priority to?

Always discuss which objectives should be the priority.
It’s a warning sign if only commercial interests predomi-
nate. This isn’t about what is formally stated on the website,
but rather pay attention to the attitudes of executives and
other decision makers. If avoiding getting caught is the
main driver of compliance policies and practices, it tells you
a lot about the company’s core values.

Stop maintaining risk inventories for the sake of iden-
tifying risks. Quit updating risk registers every year or
quarter. Don’t spend endless time assessing risk levels. Risk
management isn’t about updating risk lists. It’s about the
likelihood of your success as an organizational unit, func-
tion, or project.

Don’t think about how the quality of risk appetite state-
ments can be improved. Focus on how decision makers can
be supported to make better decisions. What information
do they need to be able to consciously weigh the pros and
cons when making important choices such as product
introductions, takeovers, or outsourcing?

Finally, realize that there’s reason for humility. Our
human abilities to predict the future are seriously limited.
It’s never possible to imagine in advance what could hap-
pen in a world with so many actors and factors. Instead, you
need people who are alert to what’s going on, who welcome
unpleasant news, and who are able to improvise. SF

Marinus de Pooter, CMA, CFM, RA, CIA, CRMA, CCS, GRCP,
GRCA, CPMP, is an independent interim professional, consultant,
and trainer (www.stay-future-proof.com). He's a member of
IMA's Amsterdam-Netherlands Chapter. He can be reached at
+31 6 5206 2166 or marinus@mdpmct.com.
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